District Council
The Entrepreneurial Council

Guildhall Gainsborough
Lincolnshire DN21 2NA
Tel: 01427 676676 Fax: 01427 675170

AGENDA

This meeting will be recorded and the video archive published on our website

Corporate Policy and Resources Committee
Thursday, 27th October, 2016 at 6.30 pm
Council Chamber - The Guildhall, Marshall's Yard, Gainsborough, DN21 2NA

Members: Councillor Jeff Summers (Chairman)
Councillor Mrs Anne Welburn (Vice-Chairman)
Councillor Owen Bierley
Councillor Matthew Boles
Councillor David Cotton
Councillor Michael Devine
Councillor Adam Duguid
Councillor Steve England
Councillor lan Fleetwood
Councillor John McNeill
Councillor Tom Regis
Councillor Reg Shore

1.  Apologies for Absence

2. Public Participation Period
Up to 15 minutes are allowed for public participation. Participants
are restricted to 3 minutes each.

3. Minutes of Previous Meeting
To confirm as a correct record the Minutes of the previous meeting.

a) For Approval

Corporate Policy and Resources Committee meeting on 22
September 2016 (previously circulated)

b) For Noting
Joint Staff Consultative Committee meeting on 8 September 2016 (PAGES 1 - 8)

Agendas, Reports and Minutes will be provided upon request in the following formats:

Large Clear Print: Braille: Audio: Native Language



Declarations of Interest
Members may make declarations of Interest at this point or may
make them at any point in the meeting.

Matters Arising Schedule
Setting out current position of previously agreed actions as at 19
October 2016

Public Reports for Approval:
a) Introduction of Information Governance Policies
b) Committee Work Plan

Exclusion of Public and Press
To resolve that under Section 100 (A)(4) of the Local
Government Act 1972, the public and press be excluded from
the meeting for the following item of business on the grounds
that it involves the likely disclosure of exempt information as
defined in paragraph 3 of Part 1 of Schedule 12A of the Act.

Exempt Reports
a) Procurement of a Development Partner for WLDC
b) Managed Workshop Provision

c) Potential Property Acquisition

(PAGES 9 - 10)

(PAGES 11 - 56)

(PAGES 57 - 58)

M Gill

Chief Executive
The Guildhall
Gainsborough

Wednesday, 19 October 2016



Agenda Item 3b

JOINT STAFF CONSULTATIVE COMMITTEE — 8 September 2016

WEST LINDSEY DISTRICT COUNCIL

MINUTES of a Meeting of the Joint Staff Consultative Committee held in the Council
Chamber at the Guildhall, Gainsborough on Thursday 8 September commencing at

4.00pm.

Present:

Representatives of
Union members:

Representatives of
Non union staff:

In attendance:
Alan Robinson
Emma Redwood
Jo Brown

Katie Coughlan

Apologies:

Councillor David Cotton (Chairman)
Councillor Jessie Milne

Paul Key
Karen Lond (Vice-Chairman)

Kate Hearn
Rachel Parkin

Strategic Lead for Democracy and Business Support
Team Manager — People and Organisational Development
HR and Organisational Development Officer

Governance and Civic Officer

Jackie Brockway
lan Knowles

23 MINUTES (JSCC.15 16/17)

€) Meeting held on 7July 2016

RESOLVED that the Minutes of the meeting of the Joint Staff
Consultative Committee held on 7 July 2016 be confirmed and signed
as a correct record.

24 MEMBERS’ DECLARATIONS OF INTEREST

There were no declarations of interest made.

25 MATTERS ARISING SCHEDULE (JSCC.16 16/17)

Members gave consideration to the Matters Arising Schedule which set out the
current position of all previously agreed actions as at 31 August 2016.

It was noted that all actions had been completed.
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JOINT STAFF CONSULTATIVE COMMITTEE — 8 September 2016

RESOLVED that progress on the matters arising schedule as set out in
report JSCC.16 16/17 be received and noted.

25 STAFF ENGAGEMENT GROUP — VERBAL UPDATE/PROGRESS

The Team Manager, People and Organisational Development, provided a verbal
update to the Committee on the work of the Staff Engagement Group.

The Group had taken a summer recess but, as previously advised, with regard to
communication, which had been selected as the first priority to be addressed, the
Group had devised a number of mini-projects aimed at helping to improve
communication across the organisation, examples being, providing staff with an
opportunity to set an element of the Corporate Update agenda, ask questions and
provide feedback post the event; regularising the Chief Executive’s Blog and the
introduction of Senior Officer Blogs; making use of newly installed monitors around
the Guildhall, to show important and key corporate messages. A number of these
had now been implemented and appeared to have been received positively. These
mini projects had a formed an action plan and this would be kept under review.

Officers were currently working on trying to replicate the active tv monitors, in use at
the Guildhall, at the Depot.

The next area to be addressed by the Group was Reward and Recognition, and the
group would again be asked to devise mini-projects for implementation with a view to
creating an action plan.

It was noted that further updates would be submitted to the Committee as the
Group’s work progressed. The Group were next due to meet on 29 September
2016.

RESOLVED that the verbal update be noted.
26 INTRODUCTION OF INFORMATION GOVERNANCE POLICIES (JSCC.17
16/17)
Consideration was given to a report which sought to introduce three new policy

documents to support the Council’s compliance with information-related legislation,
these being: -

o The Information Governance Policy
o The Legal Responsibilities Policy; and
o The Information Sharing Policy
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JOINT STAFF CONSULTATIVE COMMITTEE — 8 September 2016

The Information Governance Policy demonstrated the Council’'s commitment to
protecting and managing information securely and effectively and to reducing the
risks to the Confidentiality, Integrity, and Availability of its information assets.

The Policy set out how the Council would organise its activities around 6 strands to
achieve the objectives of information governance:

Risk Management;

Key Policies;

Information Governance Roles and Responsibilities;
Key Bodies;

Staff Information Security Awareness; and
Information Security Incident Management.

ouALNE

The Policy further described, at a high level, the key elements within those 6
governance strands and ensured continuous improvement of the whole function by
mandating an Information Governance Improvement Plan, which would be monitored
and progressed by the Corporate Information Governance Group (CIGG) and
reported to GCLT 6-monthly.

The Legal Responsibilities Policy listed the plethora of legislation and regulations
which govern how the Council must collect, protect and manage information and the
risks to the Council (and in some cases individuals) for failing to comply. The Policy
set out in general terms what the Council and its employees needed to do to comply
with each piece of legislation.

Finally, the Information Sharing Policy provided a framework for the Council and
those working on its behalf to:

- Provide information to deliver better services;

- Consider the controls needed for information sharing; and

- Ensure that partners sharing information were aware of the Council’s
Minimum Security Standards for securing information; the obligations of
consent; and how to take appropriate account of an individual's objection
to the sharing.

The Policy further established a mechanism for the exchange of information between
the Council and other organisations.

The Committee had no questions and therefore: -

RESOLVED that it be RECOMMENDED to the Corporate Policy and
Resources Committee that: -

(@) The Information Governance Policy, The Legal Responsibilities
Policy; and The Information Sharing Policy be approved for formal
adoption; and

(b) delegated authority be granted to the Director of Resources to
make minor house-keeping amendments to the Policy in the future,
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JOINT STAFF CONSULTATIVE COMMITTEE — 8 September 2016

in consultation with the Chairmen of the Corporate Policy and
Resources Committee and Joint Staff Consultative Committee.

27 REVIEW OF THE PATERNITY POLICY (JSCC.18 16/17)

The Committee were asked to give consideration to a report which reviewed the
current Paternity Policy and recommended a number of changes arising from
updated legislation to be adopted subsequently by the Corporate Policy and
Resources Committee.

In presenting the report it was noted that all of the proposed changes had been listed
out in Appendix A to the report for clarity and ease. The Policy did not amend any
terms and conditions of employees.

The Policy had been developed by the HR and OD Officer, taking into consideration
relevant publications such as ACAS and Government guidance. The Policy had also
been sent to Unison and Staff Reps for comment.

The Policy would be made available on Minerva and clear communication would be
sent to all Managers to make them aware that the Policy had been reviewed and to
update them on their responsibilities. Training and support would also be offered by
the HR Team on the implementation and application of this policy.

In responding to questions it was confirmed that the Policy was regularly used.
Prior to moving to the vote, the Chairman sought and received agreement from
Members to take this item and the following two items en bloc in view of them being

similar in nature.

RESOLVED that (see minute 29 below).

28 REVIEW OF THE PARENTAL POLICY (JSCC.19 16/17)

The Committee were asked to give consideration to a report which reviewed the
current Parental Policy and recommended a number of changes arising from
updated legislation to be adopted subsequently by the Corporate Policy and
Resources Committee.

It presenting the report it was noted that all of the proposed changes had been listed
out in Appendix A to the report for clarity and ease.

The Policy had been developed by the HR and OD Officer, taking into consideration
relevant publications such as ACAS and Government guidance. The Policy had also
been sent to Unison and Staff Reps for comment.

The Policy would be made available on Minerva and clear communication would be
sent to all Managers to make them aware that the Policy had been reviewed and to
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JOINT STAFF CONSULTATIVE COMMITTEE — 8 September 2016

update them on their responsibilities. Training and support would also be offered by
the HR Team on the implementation and application of this policy.

In response to questions Officers indicated that any effects to an employee’s
pension, as a result of using this Policy were clearly set out in Section 7 of the
report, together with the options available to employees.

It was confirmed that the Policy was not regularly used, but the Council were duty
bound to have such a policy in existence.

There was a minor typographical error contained within the Policy’s application form
and Officers undertook to amend this prior to approval by the Policy Committee.

RESOLVED that (see minute 29 below).

29 REVIEW OF THE ADOPTION POLICY (JSCC.20 16/17)

The Committee were asked to give consideration to a report which reviewed the
current Adoption Policy and recommended a number of changes arising from
updated legislation to be adopted subsequently by the Corporate Policy and
Resources Committee.

It presenting the report it was noted that all of the proposed changes had been listed
out in Appendix A to the report for clarity and ease.

The Policy had been developed by the HR and OD Officer, taking into consideration
relevant publications such as ACAS and Government guidance. The Policy had also
been sent to Unison and Staff Reps for comment.

The Policy would be made available on Minerva and clear communication would be
sent to all Managers to make them aware that the Policy had been reviewed and to
update them on their responsibilities. Training and support would also be offered by
the HR Team on the implementation and application of this policy.

Officers advised that any effects to an employee’s pension, as a result of using this
Policy were clearly set out in Section 10.4 of the report, together with the options
available to employees.

RESOLVED that it be RECOMMENDED to the Corporate Policy and
Resources Committee that: -

(@) the Paternity, Parental and Adoption Polices be approved for formal
adoption; and

(b) delegated authority be granted to the Director of Resources to
make minor house-keeping amendments to the Policies in the
future, in consultation with the Chairmen of the Corporate Policy
and Resources Committee and Joint Staff Consultative Committee.
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30 TO INTRODUCE A LEAVING THE AUTHORITY PROCEDURE (JSCC.21
16/17)

This matter had been brought to the Committee for information. The information
contained within the document was currently standard procedure across the
Authority but until now had not been held in a single procedure document. By doing
so, it was hoped that managers would have a greater clarity and understanding of
what was required when an employee left employment.

The Committee welcomed the document, and staff representatives commented on
how useful it would be to have a checklist. This would also assist in ensuring
consistency across the organisation and would offer people assurance regarding
their responsibilities.

Referring to the non-exhaustive list of items for return, detailed on page 3 of the
document, a Member of the Committee sought clarity as to what was intended by
“uniform, clothing etc”.

Officers clarified that this would be for example branded clothing, or specialist
equipment. It was acknowledged that branded clothing, not returned, could end up
in the wrong hands and leave the Council open to reputational and safety risks,
hence why clothing was referred to in the list of property to be returned on leaving
employment. This was not associated with cost saving and did not cover such items
as safety boots.

As a result, it was suggested that the word “as appropriate” be included after
uniform, clothing etc on page 3 of the document.

The Chairman also indicated that he would like to incorporate the standard practice
house-keeping delegation recommendation to the report, to give officers the flexibility
to minor amendments to the document.

On that basis it was: -
RESOLVED that: -

(@) the Leaving the Council Procedure document be noted for
information; and

(b) delegated authority be granted to the Director of Resources to
make minor house-keeping amendments to the document in the
future, in consultation with the Chairman of the Joint Staff
Consultative Committee.

31 WORK PLAN (JSCC.22 16/17)
Members gave consideration to their future work plan as set out in report JSCC.22

16/17. It was noted that if any Committee Member wished to see a report on a
particular issue, this could also be raised.
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Officers advised that there were further policies to come forward and undertook to
populate the Work Plan further following the meeting.

RESOLVED that the Work Plan, as set out in report JSCC.22 16/17 be

received and noted.

32 TO NOTE THE DATE OF THE NEXT MEETING
e 6 October 2016 at 4.00 pm.

The meeting closed at 4.32 pm.

Chairman
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Corporate Policy & Resources Committee Matters Arising Schedule

6 obed

Purpose:

To consider progress on the matters arising from previous Corporate Policy & Resources Committee meetings.

Recommendation: That members note progress on the matters arising and request corrective action if necessary.

Matters arising Schedule

Green

Acquisition of a
property

Progress and
Delivery - Projects

Minute extract 28/07

Members further questioned the allocation of
funding of £1,200k for the acquisition of a
property, and it was noted that this had been in
the original capital programme for
Gainsborough growth. Members sought
assurance that they would be kept informed on
progress with this project.

Minutes Extract 12/05/16

It was acknowledged that not all projects
reached stage 2 or 3, and it would also be useful
to see information on those projects taken off
the list either due to completion or non-
pursuance.

The Director of Resources agreed to provide
Members with a half yearly update on projects
which reached stage 3.

Report to be presented to October
meeting

30/09/16

10/11/16

lan Knowles

lan Knowles

G wa)| epuaby



This page is intentionally left blank



Agenda Iltem 6a

Corporate Policy and
Resources Committee

Lindsey

The Entrepreneurial Council 27 October 2016

Subject: Introduction of Information Policies

Report by: Director of Resources

Contact Officer: Steve Anderson
Information Governance
01427 676652

Steve.anderson@west-lindsey.gov.uk

Purpose / Summary: To introduce 3 new policy documents to support
the Council’s compliance with information-related
legislation

RECOMMENDATION(S):

That members, approve the attached Information Governance Policy, Legal
Responsibilities Policy and Information Sharing Policy for formal adoption.

Delegated authority be granted to the Director of Resources to make minor
housekeeping amendments to the policy in future, in consultation with the
chairman of the Corporate Policy & Resources committee and chairman of JSCC.
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IMPLICATIONS

Legal: These new policies demonstrate our understanding of, and commitment
to, the legal framework that governs the management of information.

Financial : None — FIN/74/17

Staffing : None

Equality and Diversity including Human Rights :

These new policies have no impact, adverse or otherwise, on any particular
group.

Risk Assessment : None

Climate Related Risks and Opportunities : None

Title and Location of any Background Papers used in the preparation of this
report:

N/A

Call in and Urgency:

Is the decision one which Rule 14.7 of the Scrutiny Procedure Rules apply?

i.e. is the report exempt from being called in due to Yes No X
urgency (in consultation with C&l chairman)

Key Decision:

A matter which affects two or more wards, or has Yes No X
significant financial implications
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1. Background

The Council has, over many years, developed and maintained a framework of
policies relating to Information Compliance, Information Rights, and
Information Security. This report introduces 3 new policy documents that:

e demonstrate our understanding of and commitment to information
governance,

e we will use to inform and govern our business processes and
procedures; and

¢ set the standards of information management our staff and partners
must attain and maintain.

2. The Policies

a. Information Governance Policy

The Information Governance Policy demonstrates the Council’'s commitment
to protecting and managing information securely and effectively and to
reducing the risks to the Confidentiality, Integrity, and Availability of its
information assets.

The Policy sets out how the Council will organise its activities around 6
strands to achieve the objectives of information governance:

Risk Management;

Key Policies;

Information Governance Roles and Responsibilities;
Key Bodies;

Staff Information Security Awareness; and
Information Security Incident Management.

2l

The Policy describes, at a high level, the key elements within these 6
governance strands and ensures continuous improvement of the whole
function by mandating an Information Governance Improvement Plan. This
plan will be monitored and progressed by the Corporate Information
Governance Group (CIGG) and reported to GCLT 6-monthly.

b. Legal Responsibilities Policy

There is a plethora of legislation and regulations governing how we must
collect, protect, and manage information. The Legal Responsibilities Policy
lists the relevant legislation and outlines the risks to the Council (and in some
cases, individuals) for failing to comply.

The Policy sets out in general terms what the Council and its employees need
to do to comply with each piece of legislation. It is not intended to be a
comprehensive reference of information law but it does demonstrate that the
Council understands the legal framework in which it operates and is working
to manage the risks to itself, its employees and partners, and its customers.
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c. Information Sharing Policy

As a Data Controller under the Data Protection Act 1998 (DPA), we are
responsible to our staff and citizens for processing and protecting vast
amounts of their personal information. Often, there are sound business
reasons or the need to comply with legislation to share this information with
other agencies or partners.

Principle 1 of the DPA requires that data is processed fairly which means
when deciding whether to enter into an arrangement to share personal data
(either as a provider, a recipient or both) staff must consider firstly whether
there is a legal power either expressed or implied by legislation or an
overriding public interest to share the data.

Principle 7 requires all organisations involved to have appropriate technical
and organisational measures in place when sharing personal data.

The Policy:

e provides a framework for the Council and those working on its behalf
to:

- Provide information to deliver better services;

- Consider the controls needed for information sharing; and

- Make sure that partners sharing information are aware of the
Council’s Minimum Security Standards for securing information; the
obligations of consent; and how to take appropriate account of an
individual’s objection to the sharing.

e Establishes a mechanism for the exchange of information between the
Council and other organisations.

3. Policy Implementation

It is proposed that these and future information policies are implemented as
follows:

1. Corporate Information Governance Group (CIGG) chaired by the
Director of Resources reviews and agrees the policies. (COMPLETE).

2. GCLT endorse the policies. (COMPLETE).

3. Joint Staff Consultative Committee (JSCC) recommend the policies to
the Corporate Policy and Resources (CP&R) Committee.
(COMPLETE).

4. Policies are approved and formally adopted by the CP&R Committee.

5. Service Leadership Team (SLT) are briefed on the content and
implications of the policies.

6. Members (if the policy is applicable) and staff read and demonstrate
understanding of the content in a short training module delivered on the
council’s Learning Platform.
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4. Decisions Required

That members approve the attached Information Governance Policy, Legal
Responsibilities Policy and Information Sharing Policy formal adoption.

Delegated authority be granted to the Director of Resources to make minor
housekeeping amendments to the policy in future, in consultation with the
chairman of the Corporate Policy & Resources committee and chairman of
JSCC.
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West Lindsey District Council

Information Governance Policy
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1 Overview

This organisation collects and uses a wide range of information for many different
purposes. As such, information is a vital asset that the organisation is reliant on,
both for the provision and for the efficient management of services and resources. |t
is essential that there is a robust information governance management framework
and policies to ensure that information is effectively managed and that the risks of
loss of information confidentiality, integrity and availability are reduced.

The objectives of Information Governance are specifically:

Legal Compliance. To achieve the necessary balance between openness and
security by complying with the relevant legislative requirements.

Information Security. To apply security measures that are appropriate to the
contents of the information.

Information and Records Management. To ensure that the creation, storage,
movement, archiving and disposal of information and records is properly managed.

Information Quality. To support the provision of quality service delivery by the
availability of quality information.

Information Sharing. To ensure that information can be effectively shared
internally and between partner organisations while complying with the law and best
practice standards.

Awareness and Guidance. To develop support arrangements which provide
employees with awareness training and access to information governance policies
and guidance.

2 Purpose

The purpose of this document is to set out the Information Governance Policy,
including the Information Governance Management Framework, for West Lindsey
District Council (“the Council”’). It demonstrates management commitment to having
in place sound information governance arrangements, gives clear direction to
managers and staff, and will ensure that legal requirements and best practice
standards are met.

3 Scope
This policy, framework and supporting policies apply to:

All data, information and records owned by the Council, but also including those held
by contractors or partner organisations.

It applies to any information that is owned by other organisations, but may be
accessed and used by Council employees, where there is no specific information
sharing agreement in place.
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To information in whatever storage format and however transmitted (i.e. paper,
voice, photo, video, audio or any digital format).

All employees of the council, and also council members, temporary workers,
volunteers, student placements etc.

The employees of any other organisations having access to Council information; for
example, auditors, contractors, and other partner agencies where there is no specific
information sharing agreement in place.

4 Policy

4.1 The Information Governance Management Framework

Information Governance Framework

Q Risk Management

e Information Risk Register
e Information Asset Register
o Information Asset Owners

IG Improvement
Plan

Incident
Management

IG Framework Key Policies

Staff Awareness
Training and
Guidance

Roles and

Responsibilities

Key Bodies

4.1.1 Risk Management

It is important that information risks are acknowledged, documented, assessed and
managed through the Council risk management arrangements. This puts
information governance on the same footing as other corporate governance areas,
and is reflected in its importance in the Senior Information Risk Owner’s (SIRO) role.
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4.1.2 Key Policies

An effective information governance structure is dependent on having key policies in
place that cover 3 areas:

Information Compliance

Information Compliance is primarily concerned with the governance around, and the
laws relating to, an organisation’s information. It is also concerned with making sure
information is of good quality and is properly and legally shared both internally and
externally. The Council will make sure that there is:

a. An Information Governance Policy (this document) to set out a framework

d.

to manage its information governance responsibilities;

A Legal Responsibilities Policy to set out the main information-related
legislation and the individual and collective responsibilities arising from it;

An Information Sharing Policy to cover any sharing of personal or
confidential information with partner agencies or involving individual large
transfers of such information. This Policy will make sure that an
information sharing agreement based on a Council information sharing
standard is in place and will set out the expected process and the
standards of security and information handling; and

A Data Quality Policy to set out the Council’s standards to make sure that
information is timely, comprehensive, accurate, complete, up-to date,
accessible, and relates to the correct person. Key to this is that there will
be validation of data at the point of collection wherever possible, and that
there are procedures for the assessment of data quality that are
independent of the source of data collection.

Information Rights

The main legislation applying to information rights is the Data Protection Act 1998,
the Freedom of Information Act 2000, and the Environmental Information
Regulations 2004. In addition, Common Law has established a “duty of confidence”
requiring us to keep other categories of information such as intellectual property
confidential. In order to make sure that the requirements of information law are
covered there will be:

a.

A Data Protection Policy setting out the eight principles that all users of
Council information must be aware of and adhere to. The principles
specify how personal information and sensitive personal information must
be collected and managed to ensure the fair treatment of individuals and
their personal information within the rights that are given under the Act.
The Act gives individuals the right to access their personal information.
There are potentially severe penalties for any breach of the data protection
principles.
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b. A Data Protection Breach Policy detailing the actions we will take in the
event of a security breach involving personal information covered by the
Data Protection Act.

c. A Freedom of Information Policy that sets out the Council’s policy with
respect to The Freedom of Information Act (FOI) which gives any
individual the right of access to information held by the organisation. This
is subject to some exemptions, most notably for personal information, as
defined by the DPA. To comply with the law the Council must respond to
any such request within 20 working days.; and

d. A Records Management Policy to make sure that information and records
are effectively managed, and that the Council can meet its information
governance objectives and which sets out the Council’s standards for
handling information during each phase of the information lifecycle;
creation, use, semi-active use, and final outcome.

Information Security

Information security is concerned with the confidentiality, integrity and availability of
information in any format. This is an important and challenging area since new
technologies are changing both the way we work and how we expect to access and
use information. The Council’s reliance on information is so great that difficulties in
this area could severely impact on our ability to deliver services. Consequently,
there will be an Information Security Policy with supporting policies and guidance
that will comply with the law, best practice and any current certification standards.

Other relevant policies and guidance are listed at Para 6.
4.1.3 Information Governance Roles

These are the Senior Information Risk Owner, the Data Protection Officer, the
Information Governance Officer, and the Information Asset Owners.

The Senior Information Risk Owner (SIRO)

The SIRO will be a member of the corporate leadership team, with an understanding
how the strategic business goals of the organisation may be impacted by information
risks.

Key tasks are to:

e Make sure that information risks are fully recognised in corporate risk
registers;

e Take overall ownership of the risk assessment process for information risk,
including review of an annual information risk assessment

e Review and agree action in respect of identified information risks;
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e Make sure that the organisation’s approach to information risk is effective in
terms of resource, commitment and execution and that this is communicated
to all staff;

e Provide a focal point for the resolution and/or discussion of information risk
issues; and

e Make sure the corporate leadership team is adequately briefed on information
risk issues.

The Data Protection Officer (DPO)

The role of the Data Protection Officer is subject to the final provisions of the General
Data Protection Regulation which is expected to come into full force in summer
2018.

The Information Governance Officer (IGO)

The 1GO will act as the Information Governance Lead and co-ordinate the
information governance work programme. The IGO will be accountable for ensuring
effective management, accountability, compliance and assurance for all aspects of
information governance and will provide a focal point for the resolution and/or
discussion of information governance issues.

Key tasks are to:

e Provide direction in formulating, establishing, promoting and maintaining the
policies and documentation that demonstrate commitment to and ownership
of information governance responsibilities;

e Make sure that there is top level awareness and support for information
governance resourcing and implementation of improvements;

e Make sure that the approach to information handling is communicated to all
staff, made available to the public, and monitored to ensure compliance;

e Make sure that appropriate training is made available to staff and completed
as necessary to support their duties;

e Establish working groups, if necessary, to co-ordinate the activities of staff
given information governance responsibilities and progress initiatives;

e Make sure annual assessments and audits of information governance policies
and arrangements are carried out, documented and reported; and

e Make sure that the annual assessment and improvement plans are prepared
for approval by the senior level of management.

Information Asset Owners (IAO)
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The Information Asset Owners will be senior members of staff who are the
nominated owners for one or more identified information assets of the Council. Itis a
core information governance objective that all information assets of the Council are
identified and that their business importance is established.

The role of Information Asset Owners is to:

¢ Identify and document the scope and importance of all Information Assets
they own. This will include identifying all information necessary in order to
respond to incidents or recover from a disaster affecting the Information
Asset;

e Take ownership of their local asset control, risk assessment and management
processes for the information assets they own. This includes the
identification, review and prioritisation of perceived risks and oversight of
actions agreed to mitigate those risks;

e Provide support to the SIRO and the Corporate Information Governance
Group (CIGG) to maintain their awareness of the risks to all information
assets that are owned by the organisation and for the organisation’s overall
risk reporting requirements and procedures;

e Make sure that staff and relevant others are aware of and comply with
expected information governance working practices for the effective use of
owned Information Assets. This includes records of the information disclosed
from an asset where this is permitted.

e Provide a focal point for the resolution and/or discussion of risk issues
affecting their Information Assets;

e Make sure that the Council’s information security incident policy requirements
are applied to their information assets;

o Foster an effective information governance and security culture for staff and
others who access or use the information assets to ensure individual
responsibilities are understood, and that good working practices are adopted
in accordance with Council Policy; and

e Set out local procedures that are consistent with corporate information
security policies and guidelines.

Specialist Supporting Roles and Knowledge

There will be trained staff with specialist knowledge both to support the senior
information roles, and to provide staff and managers with specific advice about the
policies and guidance. The specialist knowledge covers information law (Data
Protection and Freedom of Information Acts), information security, data quality,
information and records management.

Managers
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All managers will make sure that:

The requirements of the information governance policy framework, its
supporting policies and guidance are built into local procedures;

That there is compliance with all relevant information governance policies
within their area of responsibility;

Information governance issues are identified and resolved whenever there are
changes to services or procedures; and

Their staff are properly supported to meet the requirements of information
governance and security policies and guidance, by ensuring that they are
aware of:

o The policies and guidance that apply to their work area;

o Their responsibility for the information that they use; and

o Where to get advice on security issues and how to report suspected
security incidents.

All Staff

All staff are responsible for:

41.4

Making sure that they comply with all information governance policies and
information security policies and procedures that are relevant to their service
and consulting their manager if in doubt.

Seeking further advice if they are uncertain how to proceed.

Reporting suspected information security incidents.

Key Bodies

Corporate Information Governance Group (CIGG)

The CIGG is chaired by the Council’s Senior Information Risk Owner (SIRO) and
comprises the information specialists from across all service areas who can share
knowledge and experience where necessary. The group has a pivotal and central
role in ensuring that Information Governance is effectively communicated and
managed and across the organisation.

Corporate Leadership Team (CLT)

CLT comprises the Council’s Chief Executive, Directors and Monitoring Officer and is
responsible for:

the leadership, development and organisation of the Authority;

the stewardship of Authority assets;
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e the development and delivery of the Authority’s policies;
e the service provided by the Authority; and

e Corporate Governance and oversight of the Authority’s resources.
Service Leadership Team (SLT)

The Strategic Leadership Team (SLT) is a key part of the management of the
council. SLT reports to the Corporate Leadership Team and its primary function is to
ensure that council services are delivered efficiently, effectively and economically
and are aligned to the delivery of the council’s Corporate Plan.

Governance and Audit Committee
The Governance and Audit Committee is responsible amongst other things for:

e Reviewing the adequacy of the Council’s corporate governance arrangements
(including matters such as internal control and risk management) and
approving the annual governance statement.

Joint Staff Consultative Committee (JSCC)

The JSCC is a committee involving Councillors and employee representatives and is
supported and advised by appropriate officers depending on the topics that are
under consideration. The group meet regularly and are responsible for:

e Establishing regular methods of communication and negotiation between the
Council and employees in order to prevent differences.

e Considering and advising on any relevant matter referred to it by any
committee of the Council or by any of the employee groups.

Making recommendations to the Policy and Resources Committee as to the adoption
of policies affecting employee interests (except those relating to the terms and
conditions).

Corporate Policy and Resources Committee

The principal committee of the Council responsible for (amongst other things not
relevant to this policy):

e The adoption and approval of strategies and policies not forming part of the

Policy Framework apart from those policies for which delegated power is
given to the Chief Executive to approve under Part IV of the Constitution.
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4.1.5 Staff Awareness

o Staff awareness is a key issue in achieving both compliance with information
governance policies and the improvements required by the improvement plan.
Accordingly there will be:

e Mandatory base line training in key information governance competencies for
all staff who have not received any recent relevant training as well as for all
new starters;

e Additional training for all employees routinely handling ‘sensitive personal
information’, as defined by the DPA 1998;

¢ All information governance policies and guidance to be available on Minerva;
and,

o Staff with specialist knowledge available to provide advice across the full
range of information governance areas.

4.1.6 Information Security Incident Management

There will be an information security incident management policy and procedures
that set out how incidents will be reported and managed. The results of incident
investigations will be reported to the CIGG and from there feed into risk management
and the information governance improvement plan.

4.1.7 Information Governance Improvement Plan

There will be an information governance improvement plan that identifies the
detailed requirements necessary to achieve compliance with the main policy
objectives. This plan will be monitored and progressed by the information
governance working group to ensure that there continuing development. Progress
against the plan will be reported six monthly to the corporate leadership team.

5 Policy Compliance
5.1 Compliance Measurement

The Council will regularly review its organisational and technological processes to
ensure compliance with this Policy and the relevant legislation.

Where there are particular compliance measurements, such as those required by the
Data Protection Act 1998 and the Freedom of Information Act 2000 and
Environmental Information Regulations 2004, these are detailed in the Council’s
relevant Policies.

All Policies and procedures relating to information management will be subject to
scrutiny by the Joint Staff Consultative Committee (JSCC) and the Corporate Policy
and Resources Committee (CP&R) and by the Governance and Audit Committee
through its Annual Governance Statement monitoring activities.
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5.2 Non-Compliance

Non-compliance with this Policy could have a significant effect on the efficient
operation of the Council and may result in financial loss and an inability to provide
necessary services to our customers.

5.3 Policy Review

This Policy will be reviewed every two years by the IGO, CIGG, JSCC and CP&R
and updated in the interim as required.

6 Relevant Legislation, Standards, Policies, and Guidance

The primary legislation governing the Council’s information management activities is
described in the Legal Responsibilities Policy.
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West Lindsey District Council

Legal Responsibilities Policy
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1 Overview

This Policy lists and describes the legislation and regulations that govern information
management and highlights the risks both to the organisation and to individuals for
failing to comply.

2 Purpose

At West Lindsey District Council (“the Council”) we create, collect, hold, and use vast
amounts and types of information to carry out our functions, much of which is
governed by legislation. For instance, we process personal data about people and
organisations with whom we deal with, information protected by copyright, and
intellectual property which we must keep confidential.

In addition, we are occasionally required by law to collect and use certain types of
personal information to comply with the requirements of Government departments.

However, we also make much of our information publically available to demonstrate
open and transparent government and Information Rights legislation such as the
Freedom of Information Act 2000 sets out how we must publish or respond to
legitimate requests for our information

This Policy details our responsibilities under the wide and varied legislation that
governs our information and information systems.

3 Scope

Any information must be dealt with properly irrespective of how it is collected,
recorded and used, whether on paper, in a computer, or recorded on other media.
For instance, there are safeguards set out in the Data Protection Act 1998 to make
sure that personal information is collected and processed correctly.

This Policy relates to all information held or processed by the Council. It applies to
all full time and part time employees of the Council, elected members, partner
agencies, contracted employees, third party contracts (including agency employees),
volunteers and students or trainees on placement with the Council, who have access
to information held or processed by the Council.

4 Roles and Responsibilities

For most information-related legislation the following Council officers are
accountable and responsible for compliance. Where specific responsibilities exist for
legislation, these are included within the description of the particular legislation
below.

e Chief Executive. The Chief Executive has overall responsibility for strategic

and operational management, including making sure that Council policies
comply with all legal, statutory and good practice guidance requirements.
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e Senior Information Risk Owner (SIRO). The SIRO has overall responsibility
for ensuring that information risks are properly recorded and managed. The
SIRO is also the Council’'s Section 151 Officer with responsibility for
exercising the proper administration of the Council’s financial affairs under
section 151 of the Local Government Act 1972 and section 114 of the Local
Government Finance Act 1988.

e The Information Governance Officer (IGO). The IGO will act as the
Information Governance Lead and co-ordinate the information governance
work programme. The IGO will be accountable for ensuring effective
management, accountability, compliance and assurance for all aspects of
information governance and will provide a focal point for the resolution and/or
discussion of information governance issues.

¢ Information Asset Owners (IAO). |IAOs will be senior members of staff who
are the nominated owners for one or more identified information assets of the
Council. ltis a core information governance objective that all information
assets of the Council are identified and that their business importance is
established.

e Corporate Information Governance Group (CIGG). The CIGG is chaired
by the SIRO and comprises the information specialists from across all service
areas who can share knowledge and experience where necessary. The
group has a pivotal and central role in ensuring that Information Governance
is effectively communicated and managed and across the organisation.

5 Policy

This section lists the legislation applicable to information and information systems
and details specific responsibilities for complying with it.

5.1 Civil Contingencies Act 2004

Category 1 organisations (the emergency services, local authorities, NHS bodies)
are at the core of the response to most emergencies and are subject to the full set of
civil protection duties.

The act requires that, as Category 1 Responders, Local Authorities put in place
Business Continuity Management arrangements.

5.1.1 What will the Council do?
In order to meet its obligations under the Act, the Council will:

e Assess the risk of emergencies occurring and use this to inform
contingency planning;

e Putin place emergency plans;

e Putin place business continuity management arrangements;
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e Putin place arrangements to make information available to the public
about civil protection matters and maintain arrangements to warn, inform
and advise the public in the event of an emergency;

e Share information with other local responders to enhance co-ordination;

e Co-operate with other local responders to enhance co-ordination and
efficiency; and

¢ Provide advice and assistance to businesses and voluntary organisations
about business continuity management (applicable to local authorities
only).

5.1.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.

5.2 Companies Act 2006

Adequate precautions should be taken against the falsification of records and to
discover any falsification that occurs.

5.2.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies and procedures and that any policy or specific requirements are included
in awareness training provided to staff, Members and partners.

5.2.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.

5.3 Common Law of Confidentiality

Common Law of Confidentiality is not in any written Act of Parliament. Itis
"common" law which means that it has been established over a period of time
through the courts.

The law recognises that some information has a quality of confidence, which means
that the individual or organisation that provided the information has an expectation
that it will not be shared with or disclosed to others.
For information to have a quality of confidence it is generally accepted that:

e itis not "trivial" in its nature;

e itis notin the public domain or easily available from another source;

e it has a degree of sensitivity; and
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e it has been communicated for a limited purpose and in circumstances where
the individual or organisation is likely to assume an obligation of confidence.
For example information shared between a solicitor/client, health
practitioner/patient, etc.

However, as with the Human Rights Act 1998, confidentiality is a qualified right’.
The Council is able to override a duty of confidence when it is required by law, or if it
is in the public interest to do so.

5.3.1 What will the Council do?

In order to meet its obligations under the Common Law of Confidentiality, the
Council will make sure that:

e Confidentiality is included as an essential element of employee terms and
conditions;

e The need to keep information confidential where appropriate is included in all
security awareness training.

e Confidentiality clauses are included in all Council contracts where information
may be accessed or shared.

5.3.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will recognise and
understand the importance of not disclosing confidential information to anyone
who does not have a “need to know” and will comply with Council’s policies and
procedures relating to this legislation.

5.3.3 Roles and Responsibilities

Everyone who comes into contact with information has a responsibility to keep it
private where necessary and in some cases may be held personally accountable
for any breach of confidentiality.

5.4 Computer Misuse Act 1990

The computer misuse act makes it illegal to gain unauthorised access to a computer.
The act is made up of three separate offences:

" Qualified Rights are rights which can be restricted not only in times of war or
emergency but also in order to protect the rights of another or the wider public
interest. In general, qualified rights are structured so that the first part of the Article
sets out the right, while the second part establishes the grounds on which a public
authority can legitimately interfere with that right in order to protect the wider public
interest
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Unauthorised access to computer material; the act of accessing materials without
authorisation is an offence even if no damage is done, files deleted or changed

Unauthorised access with intent to commit or facilitate commission of further
offences.

Unauthorised modification of computer material; including the amendment, damage
of data, including the introduction of computer viruses.

5.4.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies and procedures and that any policy or specific requirements and the
penalties for offenses under the Act are included in awareness training provided
to staff, Members and partners.

5.4.2 What will the Council’s employees do?

As well as not committing any of the 3 basic offences, Council employees and
other parties listed at para 3 must not:

1. Display any information which enables others to gain unauthorised access to
computer material (this includes instructions for gaining such access,
computer codes or other devices which facilitate hacking)

2. Display any information that may lead to any unauthorised modification of
computer materials (such modifications would include activities such as the
circulation of “infected” software or the unauthorised addition of a password)

3. Display any material, which may incite or encourage others to carry out
unauthorised access to or modification of computer materials.

5.4.3 What are the consequences of non-compliance?

The penalties for committing criminal offences in each of the 3 categories are as
follows:

1. Unauthorised access to computer material (basic hacking) including the illicit
copying of software held in any computer which carries a penalty of up to six
months imprisonment or up to a £5,000 fine.

2. Unauthorised access with intent to commit or facilitate commission of further
offences, which covers more serious cases of hacking which carries a penalty
of up to five years of imprisonment and an unlimited fine.

3. Unauthorised modification of computer material, which includes:
i) intentional and unauthorised destruction of software or data;
ii) the circulation of “infected” materials on-line; and

iii) An unauthorised addition of a password to a data file.
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This offence carries a penalty of up to five years of imprisonment and an
unlimited fine.

5.5 Copyright, Designs and Patents Act 1988

The law gives the creators of literary, dramatic, musical, artistic works, sound
recordings, broadcasts, films and typographical arrangement of published editions,
rights to control the ways in which their material may be used.

The rights cover; broadcast and public performance, copying, adapting, issuing,
renting and lending copies to the public.

In many cases, the creator will also have the right to be identified as the author and
to object to distortions of his work. International conventions give protection in most
countries, subject to national laws.

5.5.1 Types of work protected

1. Literary. Song lyrics, manuscripts, manuals, computer programs,
commercial documents, leaflets, newsletters & articles etc.

2. Dramatic. Plays, dance, etc.
3. Musical. Recordings and score.

4. Artistic. Photography, painting, sculptures, architecture, technical
drawings/diagrams, maps, logos.

5. Typographical arrangement of published editions. Magazines,
periodicals, etc

6. Sound recording. May be recordings of other copyright works, e.g.
musical and literary.

7. Film. Video footage, films, broadcasts and cable programmes.

The Copyright (Computer Programs) Regulations 1992 extended the rules
covering literary works to include computer programs.

Only software that is developed by the Council, or either licensed or provided by
a developer to the Council should be used.

The copyright of all software developed within the Council by staff or contractors
should be held by the Council.

The right of the Council to make copies, for its own use, of any software provided
must be retained by the Council.

Under no circumstances should software be copied from one machine to another
without the appropriate licence agreement. Only staff authorised by ICT
management may install, or move software.
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5.5.2 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies, procedures and approval processes and that any policy or specific
requirements are included in awareness training provided to staff, Members and
partners.

5.5.3 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.
Specifically, employees and other authorised users of the Council’s ICT
equipment will not install or use software, or use images, media or other
copyrighted material that has not been approved and/or licensed for Council use.

5.5.4 What are the consequences of non-compliance?

Copyright infringement that may be criminal offences under the Copyright,
Designs and Patents Act 1988 are the:

e Making copies for the purpose of selling or hiring them to others;

Importing infringing copies (except for personal use);

e Offering for sale or hire, publicly displaying or otherwise distributing
infringing copies in the course of a business;

e Distributing a large enough number of copies to have a noticeable effect
on the business of the copyright owner;

e Making or possessing equipment for the purposes of making infringing
copies in the course of a business;

e Publicly performing a work in knowledge that the performance is
unauthorised,

e Communicating copies or infringing the right to "make available" copies to
the public (either in the course of a business, or to an extent prejudicial to
the copyright owner); and

e Manufacturing commercially, importing for non-personal use, possessing
in the course of a business, or distributing to an extent that has a
noticeable effect on the business of the copyright holder, a device
primarily designed for circumventing a technological copyright protection
measure.

The penalties for these copyright infringement offences may include:

e Before a magistrates' Court, the penalties for distributing unauthorised
files are a maximum fine of £5,000 and/or six months imprisonment;
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e On indictment (in the Crown Court) some offences may attract an
unlimited fine and up to 10 years imprisonment.

5.6 Data Protection Act 1998

The Act gives rights to individuals about whom personal data is recorded (Data
Subjects). They may obtain personal data held about themselves, challenge it if
appropriate and claim compensation in certain circumstances. The act places
obligations on those who record and use personal data (Data Users). They must be
open about that use (through the data protection register) and follow sound and
proper practices (the Data Protection principles). Any requests to view personal data
must be in line with the Data Protection and IT Access policies and must be
approved by the Information Asset Owner (IAO) of the dataset or Information Asset.

The Act applies to personal data and is based upon a set of eight principles, which
should form the basis of good organisational practice. The principles state that
personal data:

1. Shall be obtained and processed fairly and lawfully.

Shall be obtained for specified lawful purposes.

Shall be adequate, relevant and not excessive for the purpose.
Shall be accurate and where necessary, kept up to date.

Shall not be kept longer than is necessary.

Shall be processed in accordance with the rights of data subjects.

Shall be kept secure.

g ~N o 0 ~ W N

Shall not be transferred to a country outside the EEA without adequate
safeguards being in place

5.6.1 What will the Council do?

In order to meet its obligations under the Data Protection Act, the Council will
make sure that:

+ There is an individual with specific responsibility for data protection in the
organisation.

+ Everyone managing and handling personal information understands that
they are legally responsible for following good data protection practice.

+ Everyone managing and handling personal information is properly trained
to do so and adequate advice and guidance is available.

+ Persons wishing to make enquiries about handling personal information,

whether a member of staff or a member of the public, is aware of how to
make such an enquiry.
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5.6.2

Methods of handling personal information are regularly assessed and
evaluated.

All actual or potential breaches of the Data Protection Act are investigated,
mitigated, and reported as appropriate.

What will the Council’s employees do?

Employees and agents of the Council are personally responsible for complying
with the Data Protection Act. In particular they will make sure that:

5.6.3

They attend or complete data protection training provided by or on behalf
of the Council.

When collecting or processing personal information in the course of their
duties they follow any policies, guidance, and procedures provided by the
Council for that purpose.

They report any breaches of the Act using the Council’'s Data Protection
Breach Policy.

Queries about handling personal information are promptly and courteously
dealt with.

What are the consequences of non-compliance?

There are a number of tools available to the Information Commissioner’s Office
for taking action to change the behaviour of organisations and individuals that
collect, use and keep personal information. They include criminal prosecution,
non-criminal enforcement and audit. The Information Commissioner also has the
power to serve a monetary penalty notice of up to £500,000 on a data controller.

5.6.4

Roles and Responsibilities

The Chief Executive has overall responsibility for strategic and
operational management, including ensuring that Council policies comply
with all legal, statutory and good practice guidance requirements.

The Council’s Senior Information Risk Owner has overall responsibility
for ensuring that information risks are properly recorded and managed.

The Council’s Data Protection Officer will provide guidance and advice
to employees to facilitate the correct handling of personal information and
to enable the Council to meet its legal obligations under the Data
Protection Act.

The Council’s Data Protection Officer is responsible for notifying the
Information Commissioner’s Office of the Council’s purposes for
processing personal information.

Directors are responsible for ensuring that the Council’s Data Protection
procedures are communicated and implemented within their directorates.
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* Information Asset Owners are responsible for ensuring that all their staff
are appropriately trained with regards to Data Protection and for ensuring
that any Data Protection related issues in their own area are handled in
compliance with this policy and relevant procedures.

+ Information Asset Owners are responsible for ensuring that all personal
data is disposed of securely and in line with the Retention Guidelines for
Local Authorities.

» All Council employees must attend relevant Data Protection training.

+ All Council employees are responsible for understanding, and adhering
to this Policy and the Council’s Policy and procedures relating to Data
Protection.

» All Council employees should seek Data Protection advice from the
Council’s Data Protection Officer when necessary.

5.6.5 Sharing Personal Information with other Organisations

Personal information must not be disclosed to any other person or organisation
via any insecure method.

Where such information is disclosed/shared it should only be done so in
accordance with a documented Information Sharing Agreement.

The Council’s Data Protection Officer is responsible for the Information Sharing
Agreements.

5.7 Environmental Information Regulations 2004

The Environmental Information Regulations provide members of the public with the
right to access environmental information held by public authorities.

Environmental information covers:
e The state of the elements of the environment, such as air, water, soil, land,
fauna (including human beings);
e Emissions and discharges, noise, energy, radiation, waste and other such
substances;

e Measures and activities such as policies, plans and agreements affecting or
likely to affect the state of the elements of the environment;

e Reports, cost-benefit and economic analyses;

e The state of human health and safety and contamination of the food chain;
and

e Cultural sites and built structures (to the extent they may be affected by the
state of the elements of the environment).
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The Council is required to respond to a request for environmental information within
20 working days although further reasonable details can be requested to identify and
find the information in line with the legislation.

5.7.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies, procedures and approval processes and that any policy or specific
requirements are included in awareness training provided to staff, Members and
partners.

5.7.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.

5.8 Freedom of Information Act 2000

Gives a general right of access to all types of recorded information held by public
authorities, sets out exemptions from that right and places a number of obligations
on public authorities.

Subject to the exemptions, any person who makes a request to a public authority for
that information must be informed whether the public authority holds that information.
If it does, that information must be supplied, subject to certain conditions.

Every public authority is required to adopt and maintain a publication scheme setting
out how it intends to publish the different classes of information it holds, and whether
there is a charge for the information.

Two codes of practice (s. 45 and s. 46) issued under the Act provide guidance to
public authorities about responding to requests for information, and records
management. The Act is enforced by the Information Commissioner.

5.8.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies, procedures and approval processes and that any policy or specific
requirements are included in awareness training provided to staff, Members and
partners.

5.8.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.

5.8.3 What are the consequences of breaching the Act?

The Council may be breaching the Freedom of Information Act if it does any of
the following:
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e Fail to respond adequately to a request for information;

¢ Fail to adopt the model publication scheme, or do not publish the correct
information; or

e Deliberately destroy, hide or alter requested information to prevent it being
released.

This last point is the only criminal offence in the Act that individuals and public
authorities can be charged with.

Other breaches of the Act are unlawful but not criminal. The Information
Commissioner’s Office (ICO) cannot fine the Council if it fails to comply with the
Act, nor can it require us to pay compensation to anyone for breaches of the Act.
However, we should correct any mistakes as soon as we are aware of them.

5.9 Human Rights Act 1998

An individual's privacy and protection of property rights must be respected. This
includes ensuring the security of personal data. Infringements could lead to
breaches of these rights.

An employee's privacy is, however, subject to the provisions of the
Telecommunications (Lawful Business Practice) (Interception of
Communications) Regulations 2000

5.9.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies, procedures and approval processes and that any policy or specific
requirements are included in awareness training provided to staff, Members and
partners.

5.9.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.

5.10 Privacy & Electronic Communications (EC Directive) Regulations

The Privacy and Electronic Communications Regulations (PECR) originally came
into force in 2003 and were amended in 2004, 2011, and again in 2015. The
regulations sit alongside the Data Protection Act and give people specific privacy
rights in relation to electronic communications.

There are specific rules on:
e Marketing calls, emails, texts and faxes;

e Cookies (and similar technologies);

Page 41



e Keeping communications services secure; and

e Customer privacy as regards traffic and location data, itemised billing, line
identification, and directory listings.

5.10.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies, procedures and approval processes and that any policy or specific
requirements are included in awareness training provided to staff, Members and
partners.

5.10.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.

5.10.3 What are the consequences of not complying with the
Regulations?

The regulations carry a number of sanctions for non-compliance. These are
enforced by the ICO and include criminal prosecution, non-criminal enforcement
and audit. The Information Commissioner also has the power to serve a
monetary penalty notice imposing a fine of up to £500,000.

5.11 Re-use of Public Sector Information Regulations 2015

The Regulations are concerned with the re-use by businesses and citizens of
information held by public sector bodies. “Re-use” essentially means the use of
existing information in new products and services. Its aim is to support technology
driven growth and civil society applications, for example, in the use of mapping
information in satellite navigation products.

The Regulations affect how information can be re-used once it has been legitimately
accessed, by placing obligations on the public sector to the benefit of re-users.

The Regulations do not create rights of access to information. They do not override
or modify data protection rules. Re-use of public sector information in the UK must
therefore comply with the Data Protection Act and any related regulations

5.11.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies, procedures and approval processes and that any policy or specific
requirements are included in awareness training provided to staff, Members and
partners.

5.11.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.
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5.12 Regulation of Investigatory Powers Act 2000 (RIPA)

RIPA is the law governing the use of covert techniques by public authorities. It
requires that when public authorities, such as the police or government departments,
need to use covert techniques to obtain private information about someone, they do
it in a way that is necessary, proportionate, and compatible with human rights.

RIPA’s guidelines and codes apply to actions such as:

Intercepting communications, such as the content of telephone calls, emails
or letters;

Acquiring communications data: the ‘who, when and where’ of
communications, such as a telephone billing or subscriber details;

Conducting covert surveillance, either in private premises or vehicles
(intrusive surveillance) or in public places (directed surveillance);

The use of covert human intelligence sources, such as informants or
undercover officers; and

Access to electronic data protected by encryption or passwords.

RIPA applies to a wide-range of investigations in which private information might be
obtained. Cases in which it applies include:

Terrorism
Crime
Public safety

Emergency services

5.12.1 What will the Council do?

The Council will make sure that it considers this legislation when developing its
policies, procedures and approval processes and that any policy or specific
requirements are included in awareness training provided to staff, Members and
partners.

5.12.2 What will the Council’s employees do?

Council employees and other parties listed at para 3 will, where appropriate,
comply with Council’s policies and procedures relating to this legislation.

6 Policy Compliance

6.1

Compliance Measurement

The Council will regularly review its organisational and technological processes to
ensure compliance with this Policy and the relevant legislation.
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Where there are particular compliance measurements required by the Data
Protection Act 1998 and the Freedom of Information Act 2000 and Environmental
Information Regulations 2004 these are detailed in the Council’s relevant Policies.

All Policies relating to information management will be subject to scrutiny by the
Corporate Policy and Resources Committee.

6.2 Non-Compliance

Non-compliance with this Policy could have a significant effect on the efficient
operation of the Council and may result in financial loss and an inability to provide
necessary services to our customers.

If any user is found to have breached this Policy, they will be subject to the Council’s
disciplinary procedure. If a criminal offence is considered to have been committed
further action may be taken to assist in the prosecution of the offender(s).

If you do not understand the implications of this Policy or how it may apply to you,
seek advice from the Data Protection Officer being the City Solicitor and the
Freedom of Information Officer/the Legal and Democratic Services Manager or a
member of the Legal Services Team.

6.3 Policy Review

This Policy will be reviewed every two years by the Corporate Information
Governance Group and approved by the Corporate Policy and Resources
Committee. Authority to approve interim updates may be delegated to the Director
of Resources in consultation with the Chairmen of the Joint Staff Consultative
Committee and the Corporate Policy and Resources Committee as required.

7 Related Standards, Policies, and Processes

e Information Governance Policy

Data Protection Policy

e Freedom of Information and Environmental Information Regulations Policy.
e Information Sharing Policy

e Data Quality Policy

e Data Protection Breach Policy

¢ Records Management Policy

e Information Security Policy

e Retention and Disposal Policy
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West Lindsey District Council

Information Sharing Policy
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1 Overview

Information sharing is key to West Lindsey District Council’s (“the Council”) goal of
delivering better and more efficient services that are coordinated around the needs
of the individual. Sharing information both internally and with our partners is
essential to support early intervention and preventative work, for safeguarding and
promoting welfare and for wider public protection. Information sharing is a vital
element in improving outcomes for all.

The Council understands that it is most important that people remain confident that
we keep their personal information safe and secure and that staff maintain the
privacy of the individual, whilst sharing information to deliver better services. It is
therefore important that all staff are aware of how they can share information
appropriately as part of their day-to-day responsibilities and do so confidently.

2 Purpose
The purpose of this policy is to:
e Provide a framework for the Council and those working on its behalf to:
- Provide information to deliver better services;
- Consider the controls needed for information sharing; and

- Make sure that partners sharing information are aware of the Council’s
Minimum Security Standards for securing information; the obligations
of consent; and how to take appropriate account of an individual’s
objection to the sharing.

e Establish a mechanism for the exchange of information between the Council
and other organisations.

3 Scope

This Policy applies to all staff including those who are responsible for managing
partnerships where information will be shared and those who are responsible for
creating or providing the information that is to be shared.

Information sharing, in the context of this policy, means the disclosure of personal
information from one or more organisations to a third party organisation or
organisations. Information sharing can be:

e A reciprocal exchange of data;

e One or more organisations providing data to a third party or parties;

e Several organisations pooling information and making it available to each
other;

e Several organisations pooling information and making it available to a third
party or parties; or
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e Exceptional, one-off disclosures of data in unexpected or emergency
situations.

Sharing non-personal information with other organisations. This is where the
Council shares key information with other organisations to: improve customer
experience; facilitate commissioning of services; manage and plan future services;
assure and improve the quality of services; statutory returns and requests; to train
staff; to audit performance.

Sharing Personal information with other organisations. Aslong as itis
necessary and proportionate, the Council can share personal information with other
organisations: to prevent crime; to investigate complaints or potential legal claims; to
protect children and adults at risk; to assess need and service delivery.

This policy covers two main types of information sharing. These are explained in
more detail in Para 4:

e “Systematic”, routine information sharing where the same data sets are
shared between the same organisations for an established purpose; and

e Exceptional, one-off decisions to share information for any of a range of
purposes.

4 Policy
4.1 Factors to consider before sharing information

When deciding whether to enter into an arrangement to share personal data (either
as a provider, a recipient or both) staff must consider firstly whether there is a legal
power either expressed or implied by legislation or an overriding public interest to
share the data.

If staff are unsure about this they must seek advice from the Data Protection Officer
or the Information Governance Officer.

If the answer is the above question is yes, staff must then consider what the sharing
is meant to achieve and there should be a clear objective, or set of objectives. Being
clear about this will identify the following:

e Could the objective be achieved without sharing the data or by anonymising
it? Itis not appropriate to use personal data to plan service provision, for
example, where this could be done with information that does not amount to
personal data.

¢ What information needs to be shared? You should not share all the personal
data you hold about someone if only certain data items are needed to achieve
the objectives. The third Data Protection principle states, “Personal data shall
be adequate, relevant and not excessive in relation to the purpose or
purposes for which they are processed.”
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Who requires access to the shared personal data? You should employ ‘need
to know’ principles, meaning that when sharing both internally between
departments and externally with other organisations individuals should only
have access to your data if they need it to do their job, and that only relevant
staff should have access to the data. This should also address any necessary
restrictions on onward sharing of data with third parties.

When should it be shared? It is good practice to document this, for example
setting out whether the sharing should be an on-going, routine process or
whether it should only take place in response to particular events.

How should it be shared? This involves addressing the security surrounding
the transmission or accessing of the data and establishing common rules for
its security.

How can we check the sharing is achieving its objectives? You will need to
judge whether it is still appropriate and confirm that the safeguards still match
the risks.

How do we make individuals aware of the information sharing? Consider
what to tell the individuals concerned. Is their consent needed? Should the
individuals be provided with a Privacy Notice, notifying them of who you are
going to share their data with? Do they have an opportunity to object? How
do you take account of their objections? How do you ensure the individual’'s
rights are respected and can be exercised e.g. how can they access the
information held once shared?

What risk to the individual and/or the organisation does the data sharing
pose? For example, is any individual likely to be damaged by it? Is any
individual likely to object? Might it undermine individuals’ trust in the
organisations that keep records about them?

In all circumstances of information sharing, staff will make sure that:

When information needs to be shared, sharing complies with the law,
guidance and best practice;

The information must processed lawfully and fairly to comply with the Data
Protection Act 1998 (DPA) and the ICO’s Code of Practice on Data Sharing
published under section 52 of the DPA must be followed. This Policy has
been written in accordance with the Code although further information on the
Code can be found on the ICO’s website www.ico.org.uk

The sharing must not contravene other laws such as Article 8 of the Human
Rights Act 1998 being The Right to Privacy.

Only the minimum information necessary for the purpose will be shared and, if

sharing with providers, will only be shared when the contract explicitly permits
it;
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4.2

Individuals’ rights will be respected, particularly regarding the confidentiality
and security of their personal information and the sharing must not contravene
laws such as the Common Law of Confidentiality;

Confidentiality will be maintained unless there is a robust public interest or a
legal justification in disclosure; and

They undertake reviews of information sharing to make sure the information
sharing is meeting the required objectives/purpose and is still fulfilling its
obligations.

Information Sharing Agreements

Information sharing agreements — sometimes known as ‘Information or data sharing
protocols’ — set out a common set of rules to be adopted by the various
organisations involved in an information sharing operation. These could well form
part of a contract between organisations. It is good practice to have a data sharing
agreement in place, and to review it regularly, particularly where information is to be
shared on a large scale, or on a regular basis.

An information sharing agreement must at least document the following:

The purpose, or purposes, of the sharing;
The legal basis for sharing;

The potential recipients or types of recipient and the circumstances in which
they will have access;

Who the data controller(s) is and any data processor(s);
The data to be shared,

Data quality — accuracy, relevance, usability;

Data security;

Retention of shared data;

Individuals’ rights — procedures for dealing with access requests, queries and
complaints;

Review of effectiveness/termination of the sharing agreement;

Any particular obligations on all parties to the agreement, giving an assurance
around the standards expected; and

Sanctions for failure to comply with the agreement or breaches by individual
staff.
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4.3 Privacy Impact Assessments

Before entering into any information sharing arrangement, it is good practice to carry
out a privacy impact assessment. This will help to assess the benefits that the
information sharing might bring to particular individuals or society more widely. It will
also help to assess any risks or potential negative effects, such as an erosion of
personal privacy, or the likelihood of damage, or causing distress or embarrassment
to individuals.

As well as harm to individuals, staff should consider potential harm to the
organisation’s reputation which may arise if information is shared inappropriately, or
not shared when it should be. Further information on privacy impact assessments
can be found on Minerva.

5 Policy Compliance
5.1 Compliance Measurement

The Council will regularly review its organisational and technological processes to
ensure compliance with this Policy and the relevant legislation.

Where there are particular compliance measurements, such as those required by the
Data Protection Act 1998 and the Freedom of Information Act 2000 and
Environmental Information Regulations 2004, these are detailed in the Council’s
relevant Policies.

All Policies relating to information management will be subject to scrutiny by the
Corporate Policy and Resources Committee.

5.2 Non-Compliance

Non-compliance with this Policy could have a significant effect on the efficient
operation of the Council and may result in financial loss and an inability to provide
necessary services to our customers.

Where personal information is being shared a breach of this Policy could result in a
breach of the Data Protection Act 1998, for which the Council could face substantial
fines, reputational damage and possible criminal sanctions.

If any user is found to have breached this Policy, they will be subject to the Council’s
disciplinary procedure. If a criminal offence is considered to have been committed
further action may be taken to assist in the prosecution of the offender(s).

The Council encourages the notification of Data Protection breaches by staff in
accordance with the Data Protection Breach Management Policy at the earliest
opportunity. Notification will also be taken into account in any resulting disciplinary
investigation, where the individual/s concerned have assisted in the containment of
the breach.

If you do not understand the implications of this Policy or how it may apply to you,
seek advice from the Data Protection Officer or the Information Governance Officer.
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5.3 Policy Review

This Policy will be reviewed every two years by the Corporate Information
Governance Group and approved by the Corporate Policy and Resources
Committee. Authority to approve interim updates may be delegated to the Director
of Resources in consultation with the Chairmen of the Joint Staff Consultative
Committee and the Corporate Policy and Resources Committee as required.

6 Related Standards, Policies, and Processes

Information Governance Policy
Legal Responsibilities Policy
Data Protection Policy

Data Quality Policy

Data Protection Breach Policy
Freedom of Information Policy & Environmental Information Regulations
Policy

Records Management Policy
Information Security Policy
Staff Code of Conduct
Member’s Code of Conduct
Retention and Disposal Policy

7 Definitions

Data Sharing The disclosure of data from one or more
organisations to a third party organisation or
organisations, or the sharing of data between
different parts of an organisation. Can take the
form of systematic, routine data sharing where
the same data sets are shared between the
same organisations for an established
purpose; and exceptional, one off decisions to
share data for any of a range of purposes.

Data Controller A data controller is the “person” recognised in
law (i.e. an individual; organisation; or other
corporate and unincorporated body of persons)
who determines the purposes for which and
the manner in which any personal data are, or
are to be, processed.

Data Processor Any person (other than an employee of the
Data Controller) who processes the data on
behalf of the Data Controller.
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Data Sharing Agreements

Set out a common set of rules to be adopted
by various organisations involved in a data
sharing operation.

Privacy Impact Assessments

A formalised document which shows the
possible threats to privacy which could arise
from a business activity.

Data Quality

Data quality relates to the accuracy, validity,
reliability, timeliness, relevance and
completeness of data and information.

Data Security

The policies, procedures and practices
required to maintain and provide assurance of
the confidentiality, integrity and availability of
information.

Information

“Information is data imbued with meaning and
purpose”. Anon

Information is something which tells us
something and can also be communicated to
someone else in a meaningful way.
Information is data that is put into context, can
be comprehended, understood and shared
with other people and / or machines.

Retention

Means the length of time for which records are
to be kept. Thus it normally represents and
will be expressed as a disposal period.

ICO-Information
Commissioner’s Office

The UK’s independent authority who upholds
information rights in the public interest,
promoting openness by public bodies and data
privacy for individuals. www.ico.org.uk
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Personal Data

Defined in s(1) of the DPA, as ‘data which
relates to a living individual who can be
identified from that data, or from that data and
other information which is in the possession of,
or is likely to come into the possession of, the
data controller’ (the Council is a data
controller), and includes any expression of
opinion about the individual and any indication
of the intentions of the data controller or any
other in respect of the individual. At least one
of the conditions in Schedule 2 to the DPA
must be met to process personal data.

Processing

Covers a broad range of activities such that
virtually any use of personal information or
data will amount to processing.

Processed fairly and lawfully

Data must be processed in accordance with
the 3 provisions of the DPA. These are the
data protection principles, the rights of the
individual, and notification.

Privacy Notice

As a minimum, a Privacy Notice should tell
people who you are, what you are going to do
with their information and how it will be shared
with. However it can also tell people more
than this. It can for example provide
information about people’s rights of access to
their data or your arrangements for keeping
their data secure. Whatever you include in
your Notice, its primary purpose is to make
sure that information is collected and used
fairly.
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Appendix 1 — Flowchart of Key Questions for Information Sharing

You are asked to or
wish to share
information

Is there a legal basis for the sharing or
an overriding public interest to share?

NotSure

Yes

Does the information enable a v

person to beidentified?
Seek Advice

Yes

o Is the information
< S
confidential?

Yes

Do you have consent?

You can share

Identify how much information to share

Distinguish fact from opinion

Do not share

Ensure that you are giving the right
information to the right person

Ensure you are sharing the information
securely

Inform all persons that the information has
been shared

Record the information sharing
decision and your reasons in line
with information sharing guidance
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Corporate Policy & Resources Committee Work Plan

)G abed

Purpose:

This report provides a summary of reports that are due on the Forward Plan over the next 12 months for the Corporate Policy & Resources Committee.

Recommendation:
1. That members note the schedule of reports.

Date

10/11/2016

15/12/2016

12/01/2017

09/02/2017

Title

ICT Strategy

Progress and Delivery Period 2
Treasury Management Q2

Commercial Delivery Plan - 6month progress
update
Debt Collection

Budget Monitoring Q2 and Mid Year Treasury
Management
Closer to the Customer

Fees and Charges 2017-18

Local Council Tax Support Scheme

NNDR Write Offs

Introduce a Fixed Term Contract Procedure
Review the Bullying & Harassment policy

Housing Allocations Policy & Partnership ToR

Collection Fund Surplus and Council Tax Base
Review the Flexible Working Policy

MTFP

Corporate Plan

Progress and Delivery Q3

Lead Officer

lan Knowles

Mark Sturgess
Tracey Bircumshaw

Penny Sharp

lan Knowles

Tracey Bircumshaw
Michelle Carrington

Tracey Bircumshaw
Alison McCulloch
Alison McCulloch
Emma Redwood
Emma Redwood

Michelle Howard

Tracey Bircumshaw

Emma Redwood
Tracey Bircumshaw
Manjeet Gill

lan Knowles

Purpose of the report

To present the ICT Strategy for approval

To present Progress and Delivery (Projects and Services)monitoring information to the end of Period 2
To present the Treasury Management monitoring report for quarter 2

To review progress against the annual commercial delivery plan.

Report setting out the process undertaken to collect outstanding debts

To present budget monitoring information as at the end of period 2
To inform Councillors of the vision and the benefits of the Closer to the Customer programme.

To present the proposed fees and charges for 2017-18

To agree the Local Council Tax Support Scheme for WLDC for 2017-18

Exempt report to present irrecoverable NNDR accounts and Benefits overpayments for write off
To introduce a fixed term contract procedure for the council

to review the Bullying & Harassment policy

1. To seek approval of the revised housing register/ choice based letting allocations policy. Referred to as CBL
policy. This is a joint policy for WLDC, CoLC, NKDC and Acis Group.

2. To seek approval of the revised terms of reference and governance arrangements for the CBL strategic
partnership.

To present the declaration of estimated surplus on the Council's Collection Fund relating to Council Tax at the
end of March 2017 and to set out the Council Tax Base calculation for 2017-18
to review the flexible working policy

To present the Medium Term Financial Plan
To present the refreshed Corporate Plan

To present Progress and Delivery (Projects and Services)monitoring information to the end of Period 3
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13/04/2017

15/06/2017

27/07/2017

11/01/2018

Revenue Base Budgets 2017-18
Budget and Treasury Management Q3

WL Trading Co.

Budget and Treasury Management Monitoring
Q4
Progress and Delivery Q4

Commercial Property Portfolio

Market Rasen Car Parking
Policy Review - Travel Policy
annual fraud report

Leisure Contract Procurement

Tracey Bircumshaw
Tracey Bircumshaw

lan Knowles
Tracey Bircumshaw
lan Knowles

Penny Sharp

Sarah Troman
Emma Redwood

Angela Matthews

Karen Whitfield

To present the proposed revenue base budgets for 2017-18
To present the Budget and Treasury Management monitoring report for period 3

The Director of Resources as the shareholder representative (of the WL Trading Co.) would present a summary
of the accounts to the CP&R Committee as part of the Annual Business Plan.

To present budget monitoring and Treasury Management information as at the end of period 4 and the outturn
position

To present Progress and Delivery (Projects and Services)monitoring information to the end of Period 4

To seek approval for the acquisition of a commercial property portfolio in line with the capital programme and
Medium Term Financial Plan.
To provide an update on the impact of introducing car parking charges in Market Rasen

To review, update and agree the Travel Policy
to present the annual report focussing on the commercial side of the service, income generated etc

To update Members on the conclusion of the leisure contract procurement exercise and to approve the
preferred contractor
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